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‘ & image: acmessearchivi .0
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envs: dev, staging, us-centrai-1
ﬁ guestbook application
! .7 image: acmelguestbook:vi 3
enwvs: dew, staging, us-esast-1, us-wesi-1
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apiVersion: vl
kind: Secret
metadata:
name: senstive-data
data:
username: xiaomage
password: Cloud Native DevSecOps
conference: GOTC
token: dffwedfedde22
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apiVersion: vl

kind: Secret

metadata:
name: senstive-data

data:
username: ENC[AES256_G(M,data:@fayArPrkkeLgLtl//+1lya/
password: ENC[vEl1@8MgKsyhGpMRwbx6MpTLLcmDEHA+435MB1ly
conference: ENC[gZfNypikkKgHsd7pxPEMcLul2s1cZQQOKAEt1saG
token: ENC[aKdUa3xrQi5UhnULlSgfLjHavek/Xq
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CNCF Technology Radar Secret Management, February 2021
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SOPS: Secrets OPerationS

The default interactive shell is now zsh.
To update your account to use zsh, please run ‘chsh -s /bin/zsh’.

For more details, please visit https://support.apple.com/kb/HT208050.
bash-3.2$ |}

/_\II;:F/J_J:iﬂ-\-IHRI_\ https://github.com/mozilla/sops
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Cloud Native CI/CD

Tekton is a powerful and flexible open-source framework for creating
CI/CD systems, allowing developers to build, test, and deploy across
cloud providers and on-premise systems
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Input

resources:
- name: source-code
resourcespec:
type: git
params:
= name: revision
value: s$(tt.params.base_branch)
- name: url
value: $(tt.params.gitrepositoryurl)
- name: docker-image
resourcesSpec:
type: image
params:
= name: url

value: your/docker/registry/url/$(tt.params. image)
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docker

- name: image-build-and-push

image: gcr.liofkanike-project/executor:ve.17.1
env:

= name: "DOCKER_CONFIG"

value: "/tekton/home/.docker/"

command :

= fkaniko/executor
args:

GOTC

- —dockerfile=s(resources.inputs.source-code.path) /Dockerfile
- ——destination=%(resources.outputs.docker-image.url):${params.image-tag)

- ——context=%(resources.inputs.source-code.path)
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Tekton + Kustomize + SOPS(gpg) + ArgoCD = GitSecOps
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v mREXREKSK, HEEESEHNEXIEDN
v TEEBNMNANEE FESIMIANSS

v ;ﬁﬁ_jﬂﬂ( H’Jtﬁ. /\ﬁﬂ(z:mJEG{TﬂJ
v Talk is cheap, just show the code

https://github.com/majinghe/argocd-sops.git
https://github.com/majinghe/tekton-demo.git
https://github.com/majinghe/GitOps-demo.git
https://github.com/majinghe/Demo.git
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(@) gitops-demo [ Applications - X @ localhost:9999/gotc X O GitOps-demo/deployment.ya X O Demo/devops.go at master - X 4= o
A Not Secure | localhost:8080/applications/gitops-demo?rollback=-1 iy g8 & N o
l(ﬁ I Applications gitops-demo APPLICATION DETAILS
v2.00+ JR ©AppoETALs JCPUIIIEEE & syNe | @ SYNCSTATUS | 'O HISTORY AND ROLLBACK @ Tk o 2 senon
APP HEALTH CURRENT SYNC STATUS MORE LAST SYNC RESULT MORE
P Health v To HEAD (5fefc85 ® Sync OK To 5fefc85
9 Synce ( c OK
. . Succeeded 3 minutes ago (Mon Jul 05 2021 15:08:34 GMT+0800)
Author: Xiaomage <devops008@sina.com> - . .
Comment: upgrade to v3.1.0 Author: xiaomage <devops008@sina.com> -
Comment: upgrade to v4.1.0
S\(C ! :
W& L]
sve
6 days
& B Default 31

Default 881 Default 82 Default 83 Default 34 Default 385

[xiaomage@demo]$ kubectl -n argocd get pods

NAM N READY STATUS RESTARTS AGE
argocd-application-controller-0 1/1 Running 9d
argocd-dex-server-5dd657bd9-qgs97 1/1 Running 9d
argocd-notifications-controller-7df59c88f8-67kk6 1/1 Running 6d23h
argocd-redis-759b6bc7f4-btpp2 1/1 Running 9d
argocd-repo-server-8595f75d46-kwtt8 1/1 Running 9d
argocd-server-859b4b5578-rhto6l 1/1 Running 9d
[xiaomage@demo]$ kubectl -n argocd port-forward pods/argocd-server-859b4b5578-rht6l 8080:8080
Forwarding from 127.0.0.1:8080 -> 8080

Forwarding from [::1]:8080 -> 8080

Handling connection for 8080

Handling connection for 8080

Handling connection for 8080

Handling connection for 8080
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